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Introduction 


This report details the investigation undertaken by officers from Operation Heme into 
the public complaint made by Ms Barbara Shaw on 31st January 2013. Ms Shaw 
alleged that an undercover officer from the National Public Order Intelligence Unit 
had used her deceased son's identity. Rod Richardson, in order to create a 
pseudonym identity. 

Background 

An initial investigation report completed under the auspices of Operation Riverwood 
was submitted to the independent Police Complaints Commission (IPCC) on 16*’ 
July 2013. Due to its sensitive nature, the complainant Ms Shaw was supplied with a 
redacted copy of the report, 
i 

On IS* 1 August 2013 Ms Shaw, via her solicitor, submitted an appeal to the IPCC 
stating that; 

• Ms Shaw has not been adequately informed about the findings of the 
investigation. 

• The investigation was flawed from the outset. 

• The reasons for not upholding the complaint are logically incoherent and do 
not relate to the specific facts in Ms Shaw's case. 

• The investigation failed to property consider the evidence. 

• The investigation failed to consider whether the deployment in this case was 
lawful, necessary or proportionate in a democratic society. 

• It cannot have been necessary to use the identity of Ms Shaw's son. 

• Ms Shaw disagrees with the action (or lack of action) the police plan to take 
as a result of the investigation 

• It is important that this matter be property investigated. 

The IPCC in part upheld the appeal of Ms Shaw and directed that actions were 
required by the Chief Officer/Locaf Policing Body. The actions, as required by the 
IPCC are as follows; 

1. Why the National Public Order Intelligence Unit (NPOIU), which was 
formalised in 1999, used a practice of creating covert identities that had begun 



to be phased out by the SDS in November 1994 (i.e. the use of deceased 
children's identities) 

2. Why recruits to the NPOIU were allegedly told that using deceased children’s 
identities was the only system that could be used that would ensure the 
credibility of the identity if it was checked, when other viable options were 
available? 

3. Why the NPOIU did not use any of the other practices that were in place in 
order to create viable fictional profiles without using deceased children’s 
details (as set out in paragraph 11.4 of Report 1 Use of covert identities) 

4. Whether this practice was sanctioned by senior officers, and if so, who, and 
what was their basis for doing so? 

5. Whether ■ N596 may have committed criminal offences and/or have a case 
to answer for misconduct arising out of his use of Ms. Shaw’s son’s identity? 
In particular to obtain and analyse his individual applications for official 
documents, such as passports and driving licenses. 

6. Whether RfPA authorisation was required for^BN596 deployment and if so 
whether authorisations were correctly obtained. 

3 Allegation 

3.1 On 3rd February 2013, Paul Lewis and Rob Evans, special projects writers for The 
Guardian newspaper, published several articles about the Metropolitan Police 
Service’s alleged use of deceased children's and young person's identities by 
undercover operatives on the Special Demonstration Squad and National Public 
Order Intelligence Unit. 

3.2 The article '‘Police Spies Stole identities of Dead Children" published on 3rd 
February 2013 in The Guardian newspaper detailed the practice of undercover 
operatives using identities taken from birth certificates and “resurrecting" them in order 
to provide background and history to their pseudonym identity. The article 
concentrated on the identity allegedly used by former SDS operative N43, and his 
covert identity “Pete Black.* The article also made reference to another alleged former 
SDS officer N5 and his alleged use of the cover identity “John Barker.” 

3.3 The following day, 4th February 2013, The Guardian newspaper published an article 
‘Met Chief summoned to explain why police stole identities of dead children *. 
The article alleged that police had authorised undercover officers to “steal” the 
identities of about eighty deceased children. Comments included those of former 
Director of Pubfic Prosecutions (DPP), Mr Ken McDonald and Chair of the Home 
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Affairs Select Committee (HASC), Mr Keith Vaz. Ken McDonald wrote an additional 
article in The Guardian * Police Undercover Work has Gone Badly Wrong. We need 
a Public Inquiry" 

3.4 Media coverage of this aspect of covert policing and police utilising identities of 
deceased young persons continued on Sky News and BBC News. 

3.5 In the following days, further articles were published in The Guardian;", Second Police 
Spy Unit stole Dead Children’s ID' and “ Rod Richardson: the Mystery of the 
Protestor who was not who he claimed .* Comments on the Indymedia UK website 
suggested that Rod Richardson was an undercover police officer or corporate spy. 
Three photographs of the subject were published, two of which were obscured. 
Journalist's researched activist Rod Richardson utilising the Registrar of Births and 
Deaths to establish if the identity used was a deceased child. Images were published 
and attempts to identify the undercover officer were made. 

3.6 The MRS conducted a risk assessment around ‘Rod Richardson”. This was done 
under the supervision of the Detective Superintendent MRS Covert Policing. It was 
determined that as the pictures were obscured and the officer's identity had not been 
compromised, the security risk was manageable. 

3.7 On 4 th February, the Metropolitan Police Directorate of Professional Standards 
received correspondence from Tuckers Solicitors, who were representing Ms 
Barbara Shaw. The letter was dated 31 st January 2013, and was given reference 
number 

3.8 The letter was addressed to the DPS Customer Support Team and contained the 
allegation that the Metropolitan Police had used the identity of her deceased son Rod 
Richardson. The letter was treated as a public complaint made by Ms Shaw. 

3.9 The letter stated: 

“Our client believes that her son's identity was ‘stolen" and used by an undercover 
officer calling hirrtseff Rod Richardson, and claiming that his birthday was 5th January 
1973. Our client understands that this police officer was deployed as an undercover 
officer to infiltrate a number of political groups between 2000 and 2003 ”. 

3.10 The public complaint was registered to the Customer Support Team under reference 

As the complaint detailed the alleged use of deceased children's identities, 
it was passed to DSU Chris Robson, who was at that time the Senior investigating 
Officer of Operation Herne. 
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3.11 On 28th February 2013, the matter was referred to the Independent Police Complaints 

Commission, who directed that this would be a 'supervisecT investigation overseen by 
their Senior investigating Officer, Mr Steve Reynolds. 

4 Rod Richardson 



5.1 HN596 joined the Metropolitan Police Service In He was employed on the 
NPOIU between and He was deployed in the field between 2000 and 
2003. 

Investigation 

5.2 Officers from Operation Heme commenced the investigation into the allegations made 
by Ms Shaw. The investigation was assigned the operation name of Operation 
Riverwood. 

5.3 The Terms of Reference for Operation Riverwood were agreed by the IPCC, almost 
mirroring the existing Terms of Reference for Operation Heme. This was due to the 
fact that the use of deceased children's identities by undercover officers was already 
a strand of investigation for Operation Heme. 

5.4 On 5th February 2013 DSU Robson completed an investigation strategy and 
commenced investigation into the allegations. 

5.5 On the 6th July 2013, the conclusions of Operation Riverwood, into the public 
complaint made by Ms Shaw, were published in a report by Operation Heme and sent 
to the IPCC and Ms Shaw's legal representative. Due to the sensitive material detailed 
within the report Ms Shaw received a redacted copy. 

5.6 The conclusions were: 

1. From documented evidence provided by N596 the MPS, through the 
NPOIU used the details of ‘Rod Richardson, Date of birth, 5th January 1973." 
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2. These details were used without consultation or direct permission from the 
complainant, Ms Barbara Shaw, who is the real Rod Richardson's mother. 
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3. The utilising of identities in this manner is not practised by police today. In 
respect of the NPOIU, the practice ceased prior to^^. 


4. 


The MRS used these details to allow the practice of ‘backstopping* a ‘legend’ 
for covert purposes. In this case use by an undercover officer to infiltrate 


activist movements I 


land 



5. As it was the training and doctrine passed to the operative, the complaint 
against police cannot be upheld against the officer as an individual. The 
complaint cannot be upheld against the Metropolitan Police Service as an 
organisation as this would serve to ‘confirm’ the use of Rod Richardson in this 
fashion and could compromise the officer’s real identity. 


6. In relation to the officer’s performance, there are no issues that have been 
identified that warrant misconduct proceedings at this time. The officer 
performed Ns rote in accordance with regulations and there is no evidence to 
suggest unacceptable behaviour. 


Re-investigation 


6.1 As a result of the IPCC upholding the appeal of Ms Barbara Shaw, Operation Heme 
has re-investigated the matter to answer the questions as raised by the IPCC in 
relation to the initial investigation. 

IPCC Questions 

6.2 Why the NPOIU, which was formalised in 1999, used a practice of creating 
covert identities that had begun to be phased out by the SDS in November 1994 
(i.e. the use of deceased children’s identities)? 

6.3 The Animal Rights National index (ARNI) was formed in 1986 after a series of high 
profile incidents in the earty 1980's. ARNI came under the supervision of Metropolitan 
Police Special Branch (MPSB) with the intention of managing information and 
intelligence associated to animal rights activism. Their specific role was to gather 
intelligence so that a full understanding of animal rights activities and associated 
information could be compiled. In the mid 1980's ARNI became part of C Squad, an 
intelligence unit within Metropolitan Police Special Branch. At this time, the MPS 
Special Demonstration Squad had sole responsibility for infiltration into Public Order 
events. 


6.4 Despite increased policing focus on these issues, animal rights criminality continued 
throughout the 199©‘s and into the 2000’s the targets of such incidents expanded from 
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medical researchers, to include laboratory animal breeders and other suppliers. This 
is reflected in the Government Strategy document (Home Office and Department for 
Trade and Industry (2004) Animal Welfare - Human Rights: protecting people from 
animal rights extremism.) 

6.5 Records shew that in July 1998, ARNI advertised nationally for officers to apply to 
attend a National Undercover Course in Public Disorder (NUCPD). Applications 
were submitted via the officer's home force to ARNI. Successful applicants were 
anticipated to join the newly formed unit in 1999. 

6.6 In 1998 ARNI, sent their first undercover officer on the National Undercover Training 
and Assessment Course (NUTAC). The NUTAC course is for undercover officers 
working against criminal networks to a Judicial legislative standard. The NUTAC 
course was run by the MPS undercover unit formally known as SOIO. SO10 was the 
MPS undercover unit managing infiltration into organised criminal networks and 
associated covert policing SOIO was accredited by the National Undercover 
Working Group (NUWG) who did not teach the use of deceased identities as a 


pseudonym. 



The SOIO course focussed on interpretations and use of 


legislations in covert policing. 


6.7 ARNI/NPOIU officers also completed their own undercover course. The National 
Undercover Course in Public Disorder (NUCPD) covered the case law lessons and 
infiltration techniques. The course focused on interpretations and use of legislation in 
covert policing. NUCPD tailored their course to manage the area of animal rights and 
political extremism. 



6.8 This NUCPD course was held without the governance and oversight of the National 
Undercover Working Group (NUWG). An officer employed as an Instructor” on this 
course had formally served on the SDS, before the tactic of assuming a deceased 
child's identity was phased out. This was the reason the practice of assuming dead 
children's identities, which had been the practice of the SDS, was passed on to the 
recruits. As there was no SDS or SOIO oversight, this practice was never challenged. 

6.9 The NPOtU in its embryonic state was an isolated unit in refation to undercover 
policing. The unit worked in the same ethos as the SDS, in total secrecy*. The NPOIU 
inherited an outdated tactic from the SDS which was to develop legends and identities 
from birth certificates of deceased identities. The NPOIU operated independently of 
the Special Demonstration Squad and did not use the Tradecraft manual created by 
the SDS 

6.10 Why recruits to the NPOIU were allegedly told that using deceased children's 
identities was the only system that could be used that would ensure the 
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credibility of the identity if it was checked, when other viable options were 
available? 


6.11 There is evidence of activists researching suspected undercover officers via the 
Registrar of Births and Deaths and subsequently confronting an SDS operative with 



6.12 


6.13 


6.14 


The association between ARNtiNPOlU and staff recruited from the SDS resulted in 
outdated tactics and methodology being utilised. In light of the crossover of training 
staff, similar legend building and operational deployment methods, the use of a 
deceased child’s identity was continued despite a move away from the practice by the 
SDS . This was a consequence of the isolated working practices of the NPOIU. I 



A Detective Chief Inspector (ARNi) and M2 (SDS), both now 

retired, are known to have played a part in the selection process and course delivery. 
The DCI opened the course andHN2 and otter officers were responsible for the 
instruction of the students. The outdated tactic of assuming deceased children's 
identities which had been the practice of the SDS was passed on to the row recruits. 
The DCI has been interviewed by Operation Heme and stated that he was aware of 
the tactic of utilising deceased children's identities to 'backstop' an undercover officer's 
pseudonym, but that it was a tactic they had inherited. 

Former SDS operative M N2 left the SDS whilst the tactic was still in use. He later 
moved to the NPOIU where new recruits were inadvertently taught these outdated 
methods. 


6.16 Individual students were tasked to purchase and collect the relevant birth and death 



6.15 On successful completion of the NUCPD course there was a requirement for the 
operative to complete a probationary period. This included 

monitoring by dedicated staff known as “Cover Officers’ who were responsible for 
welfare, operational deployments, authorisations, intelligence management and 
operational security including documented critical debriefs directly relating to personal 


deployment. 
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6.16 A period of consolidation and development followed to prepare officer^i^^cto^gr 
them to attend and successfully complete the NUTAC course. 

As well ns the> 

completion of the NUTAC course, continued professional development was expected. 

6.17 Although the ‘crime* side of undercover policing (NUTAC) utilised a recognised format 

the ARNI/NPOIU was a s ecret and 

isolated unit, they did not share information, tactics, collaborate with ^Q1Q^^P |y 

LI1 *- i|ii3rsuccess fij! 

completion of both courses would individuals formally obtain the documentation 
associated with their deployment via their own units. 

6.18 Why the NPOIU did not use any of the other practices that were in place in order 
to create viable fictional profiles without using deceased children's details? (as 
set out in paragraph 11.4 of Report 1 Use of covert identities) 

6.19 Operation Heme previously reported the use of deceased identities. 

6.20 Paragraph 11.4 states that 

‘ft is apparent that regardless of the significant ethical issues, the practice of using a 
genuine identity was an imperfect solution of the bme fo address the need to back 
stop the cover identity and that foe unit had little choice before 1994. It was around 
this time that other practices were in place were to ensure that viable fictional profiles 
could be created without using deceased chXdren details. 


6.22 At the time of conception of the NPQIU there were accepted practices in use by SOIO. 

Through its crime mandate SOI O was current in legislation, tactics and policy relating 

to alt aspects of undercover identities. 


6.23 The practice of isolation and working amongst officers from MPSB ‘intelligence only* 
backgrounds which included ARNt and the SOS resulted in the formation of the NPIOU 
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in the same secret manner. They were cocooned within a very small intelligence only’ 
world and the introverted nature of the MPSB community contributed to the 
continuation of using an outdated tactic. This organisational failing appears to have 
occurred as a result of the unit's secretive nature and isolation. 

6.24 In the earty days of the NPOIU, training courses for undercover officers were facilitated 
by former SOS officers. The earty courses were subject to SDS facilitators utilising the 
outdated SOS practice of using deceased children s identities to create pseudonyms. 
In 2002. the NPOIU change their methods to the nationally recognised standard 
provided by the NUTAC course. The first NUCPD course was run at Bramshitf Police 
College in Hampshire and used the “Good and Gone* video as a training aid. 

6.25 Operation Heme has obtained a video entitled Good n Gone from the Covert 
Training Unit at West Yorkshire Police which was used in the initial training of 
NPOIU undercover officers. The footage, which lasts approximately 30 minutes, 
depicts a journalist adopting a new identity'. As the programme progresses, the 
journalist discusses and informs the viewer of the steps an individual could take to 
complete She process There are also brief interviews with individuals that have 
already undertaken the process. Operation Heme has been unable to establish why 
the programme was made, however have confirmed it was not commissioned by 
police. 

6.26 The video was made in 199? by Channel 4 Illumination Television Ltd. ft focuses 
on a volunteer. Will. An extract from the promotional advertising for the video states 
'Will has obtained the birth certificate of a dead man and become Martin. Soon he has 
a degree, bank account and even a passport Good rf Gone shows dearly how, and 
why. people disappear. Just how easy is it to disappear and take on a false identity? 
This film sets out to find out' 

6.27 Qp Heme has contacted the Covert Training Unit at West Yorkshire Police and the 
Head of the Central T raining Unit, has confirmed that he has no knowledge of this 
video being used in the last ten years. 

6 28 Whether this practice was sanctioned by senior officers, and if so. who, and 
what was their basis for doing so? 

6.29 Operation Herne has interviewed various ARNI/NPOfU senior officers and managers, 
including one of the officers involved in the training. Those with the knowledge all 
agree that the NPOIU inherited this tactic, which was an accepted method of 
backstopping UCO’s identifies. It was deemed appropriate for the rote of the UCO’s 
in the earty stages of the 
changed their meihodoiog 

6.30 Former Assistant Chief Constable of Thames Valley Police, Anton Setchelt has 
been debriefed by Operation Heme. Mr Setchelt was given responsibility by Assistant 
Commissioner Specialist Operations, Andy Hayman. for amalgamating three 
units, the National Extremist Tactical Co Ordination Unit INETCU), the National 


unit, howevef latterly, this method was stopped and they 
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Domestic Extremism Team (NDfET) amt the MPOlU, Mr Seichetfs rote was of 
tevei strategic oversight he had no Involvement *» 8 w day to day running 3 # the Units, 
Hfe understanding of undercover policing issues was Smiled to the InformaSor that 
was tiiseScsed r> the P^ess surrounding former UCO Marts Kennedy 

5.3* Mr Setehett seat ed ha i the day to day' naming of she unit and covert decision* were 
left to the DSU. sonSoued that rote and he had the same -level m 

autonomy. The DO, now DSU, has been interviewed as part of Operation Esertete 
as he was not to pest at she time of ■ M596 deployment. 

5.32 Former Detective Chief Superintendent Alan Mrtcheif has been interviewed by 
Operation Heme, Upon promotion to Detective Superintendent m 2€GO he nad 
responsibility tor C Sguad/AftNI - NPCEi. ir MEcMI states that he was aware that 
Ar?Nt smew of the existence of toe SOS and 'wanted something simitar 

3.33 Mr Mitchell sates that he had no revolvement m the day-to-day running or processes 
in the MPOlU He Knew that toe operatives had teste dtentiftcation, but was not 
concerned with the provenance of their oew names. Aii he Knew was that they used 
an accepted Standard 'Operating Procedure (SOP) tor such- activity. To pate. 
Operator, Heme nas been unable to identify or locate the SOP. 

S. 34 Contact has been made with toe former Detective Superintendent; who was seconded 
to toe MPOtU from Wfftshiro Constabulary between 2BG3 and 2013. The officer was 
originally posted as 3 DCf defers becoming Head of Unit The DSU recalled: 

S. 35 srncwtedge af undercover officers having used She identities of deceased cnfte&en 

% tton&ad to wrier / have seen- to toe media and f tooughf that was. sc ski -with SBS as 
opposed to NPCfU .' 


5.36 



| As ter gs f tecaff toe NPOtU officers were registered wMfc the MPS a snthe 
end toaf saf oefstee ssf MPSS but a-xactty hem toe were decided upon waiter 

not be scfmttmg m which- a wotM be ao#e to shed my fight. Each NPQtU UGQ- was 
issued mth an operation .earns and it was toe operation names which- were medwfthin 
the general tfiPOfU office as opposed to toe UCO s assumed names .to pnsfer *> fiadher 
protect the UCO. '* 


3 T The Former DC? stated |__ 

| r bey were sent tofe 

toe fed? to begin- to establish their -egeods and graduaify move into activist m&es. 
This wmrtet .as a gradual process. There -were no speetfh; people targeted at Wm Ime, 
:usc general areas of merest As the operations progr essed we began to -hare 
interaction with $Q*Q iMeteop&itan Police un dercover 

^ ® '*tory mktctam 

to ass/si us as they viewed anything misted -to undercover work as their domain- mid 
•wanted to ham control, i he&em that discussions were had at ACPC imei .regards 
SOW mto.wing the NPQfti m use %fs& IP's, to rte&tim to the use of dead cbUdrm- s 
identities ! do net shim that we used this practice but cannot be f'X% sure, ’ 



6.38 


6.39 


6.40 


6.41 


6.42 

6.43 


6.44 


6.45 


Former who was involved in the first NPOIU training c ourse, stated “There were 
no process and procedures to follow, it was extremely fluid. HHHBBflBflH 


A Former a Constabulary officer, was recruited to assist in the 

formation of the NPOIU in 1998. He stated “We had never heard of the SDS. At that 
time, any officer deployed in an undercover role had to be SOW accredited and 
supported. Without their authority and approval, deployments were blocked. We could 
not get covert identities. Operating within ‘Crime ’ and ‘Intelligence only’ remits are very 
different. Short term, ‘shallow’ deployments do not specifically require identities, long 
term infiltration does. I was in the position of having full ACPO TAM support, but being 
denied assistance from SOW. The Commander (Director of Intelligence) was 
briefed a nd supported our posi tion.^^N 596 shone early within his deployment and 
needed a WtUBSSBi 

“Because of his success SOW w ere reluctantly letting jobs run. The feedback 
reaching SOW about him was good. 

deployed there with SOW. He did 
a a relationship developed 
with SOW. We sent officers on the NUT AC, and once the cours^a^ompleted, we 
then had the supporting documents for undercover officers 


A former DS joined the NPOIU in 2004 where he was deployed as a Cover Officer and 
a facilitator for the NUCPD course. He remained within the unit until 2013, when he 



ARNI correspondence indicates that DCI (ARNI), MN2, and a former DS were 
involved in the organising of the NUCPD course. 


This apparent lack of governance and lack of interaction with other security and covert 
policing experts in the field contributed to the outdated tactic being used. This was 
until a formal relationship was brokered with SOIO. 


The NPOIU and SDS were totally separate units; one was under the supervision of 
ACPO TAM (Association of Chief Police Officers Terrorism Allied Matters) and 
the other an MPS unit. Both operated in isolation from each other. The NPOIU did not 
utilise the SDS Tradecraft Manual and had no reason to be aware that the SDS had 
phased out the tactic. 


Whether N596 may have committed criminal offences and/or have a case to 
answer for misconduct arising out of his use of Mrs. Shaw’s son’s identity? In 
particular to obtain and analyse N596’s individual applications for official 
documents, such as passports and driving licences. 
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6.46 



6.49 H N596 has teen interviewed and states that he cannot remember being given a 
covert driving licence prior to 2003, as operationally he did not need one at that time. 



6.51 The system used at this time, now appears as unpalatable and imperfect However, 
on the basis that the application was made by a pofice officer acting in a lawful and 
authorised manner, there are no eriminaf or misconduct offences apparent 


6.52 As no criminal or misconduct offences have been identified, an advice file has not 
been referred to the Crown Prosecution Service for independent oversight 

7 Legal Advice 

7.1 To clarify the legal position in relation to using a birth certificate and associated 
documents, Operation Heme has sought legal advice from Counsel, Mr Simon Ray. 
This advice is outlined below: 

7.2 Whether the use of the details and birth certificates of deceased persons to 
create alias identities for undercover SOS officers amounts to a criminal 
offence? 

7.3 The advice considers potential application of the provisions of the following offences: 

Deception offences under the Theft Act 1968 and Theft Act 1978 


14 



Birth certificates passports and driving licences obtained to support aliases of 
undercover officers are unlikely to be false instruments for the purposes of Forgery 
and Counterfeiting Act 1981. 

The use of an alias / false identity itself does not amount to a deception offence under 
Theft Act 1968 or 1978 

The Perjury Act 1911 

it is unlikely that S5 Perjury Act 1911 (concerning false statutory declarations) is 
engaged. To reach definitive conetuskm necessary to analyse individual applications 
for official documents such as passports and driving licences . 

Misconduct in a public office contrary to common taw 

The use and details of birth certificates of deceased persons to create alias identities 
for SOS officers described in THESE instrurfffons cfoes not armurd to mtsconekiet m a 
public office. 

7.4 Forgery and Counterfeiting Act 1981 

"in my view berth certificates drivmg Bcerres and passports in the names of deceased 
persons/alias names of undercover officers are not false instruments for the purposes 
of the FCA 1981. The documents do not purport to be anything other than what they 
are. They do not fie about the tircumstanees of their creation*. 

7.5 Conclusions 

"It is unlikely that the use of the details of birth certificates of deceased persons to 
create alias identities for undercover officers amounts fo a criminal offence. 

• Birth certificates, passports and driving licences obtained to support alias 
identities of undercover officers are not false tosfruments for the purposes of 
Forgery and Counterfeiting Act 1981 

• The use of an alias l false identity to itself does not amount to a deception 
offence under Theft Act 1968 or 1978 

• ft is unlikefy that SS Perjury Act 1911 (false statutory declarations) is engaged. 
However, to reach a definite conclusion it would be necessary to analyse 
individual applications for official documents such as passports and drivmg 
licences. 

• The use of details and birth certificates of deceased persons to create alias 
identities for undercover SDS officers in the circs described to my instructions 
does not amount to misconduct to a public office 
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Simon Ray 3rd June 2013 

7.6 Mr Ray was further asked to consider: 

Advice sought as to whether advice dated 3rd June is applicable between the 
years 1999 to 2093 

7.7 This aspect was impacted upon by the introduction of new legislation: 

RfPA 2000 

Undercover officer is CHIS 
Authorisation at Supt level 

S2S RfPA - authorisation necessary on specific grounds and activity is proportionate 
to what is sought to be achieved by it. 

Grounds: 

Interests of national security 

Purposes of preventing or detecting crime or preventing disorder 
Interests of economic well being of UK 
Interests of pubiic safety 
Purpose of protecting pubiic health 

Purpose of assessing or collecting tax or levy or other imposition payable to a 
government dept 

7.8 Any other purpose specified by order of secretary of state 

Two additional criteria - specific arrangements exist that the source is managed and 
supervised, records are kept of the use made of the source, the sources identity is 
protected from those who do not need to know it, and arrangements exist to satisfy 
requirements of secretary of state. 

Post 25 September 2000 undercover officers on SDS authorised in accordance with 
Part 2 RIPA. 

Conclusion 

The use of CHtS without authorisation does not amount to an offence . 
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Simon Ray 
11 June 2013 

7.3 Second Further Advice 

Whether an application for a driving licence made by an undercover police 
officer using an alias identity could amount to an offence of obtaining property 
by deception. 

Whether the identity Documents Act 2010 is applicable. 

S15 Theft Act 1968 Obtaining property by Deception. 

Using a false name to obtain a driving licence could amount to obtaining property by 
deception (R v Buncbe 96 Cr App R 274} a case that dealt with false applications for 
passports) In the circumstances described in the 3 June 2013 advice - where the 
application is made with the knowtedga and orders of senior officers, for the purposes 
of taw enforcement, in my view, it is unlikely in my view that the dishonesty r necessary 
to make out an offence under SIS Theft Act 1968 would be present 

Necessary to examine individual circumstances before a concluded view coutd be 
reached. 

7. 1 0 Offence under Road Traffic Act 1988 

S174 RTA 1988 offence for a person to knowingly make a false statement for the 
purposes of obtaining a driving licence. 

Offences under S174are either way’ and not subject to time limit on commencement 
of proceedings (where they are committed after 29/01/2004} before summary only. 

Identity Documents Act 2010 

S4 Identity Documents Act 2010 offence of possession of false identity documents 
with an improper intention 

Document false or knows or believes to be false 

Improperly obtained and knows believes to be improperly obtained 

Improper intention is; 

Using the document for establishing personal information about Person. 

Intention of allowing or inducing another to use it for establishing ascertaining or 
verifying personal information about Person or anyone else. 
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7.11 Conclusion 


Unlikely these provisions apply to issues considered in three previous advices. 
Simon Ray 
9th July 2013 

7.12 Operation Heme has cdlated and analysed the RIPA authorisations for JJN596 
These RiPA authorisations cover the period December 2000 to September 2003. 
They recor d that the inBiai authority was granted and participation status was 
authorised. 

Operation Heme has not been able to identify any deployment authorisations for HE 
N596. prior to the advent of RiPA in 2000. 

7.13 Operation Heme revisited toe advice supplied by Counsel Simon Ray relating to toe 
SDS. On the 2nd of December 2015, Mr Ray clarified Ns position via the Crown 
Prosecution Service (CPS). 

*The analysts in my earlier advice applies equally to a different police unit that 
operated under the same or similar command structure as the SDS ”. 

8 Neither Confirm Nor Deny Principle fNCNP* 

introduction 

8.1 This chapter outlines toe history ami subsequent rational adoption of the NCND 
stance and seeks to provide an awareness of toe framework, cases and rationale upon 
which NCND is based. 

8.2 This stance should be considered and utilised in respect of the full range of covert 
tactics that can be employed. NCND Is not exclusive to undercover policing activity 
NCND is intended to protect covert assets, tactics and methodology from unnecessary 
public exposure and this document intends to provide a framework which will arable 
consistent decision making where any possible deviation from the position is being 
considered. 

8.3 References to court judgements, enactments and decisions made are included in 
order that context is added to toe document. 


8.4 Whilst there is relevant case law going back many years, the term ‘Neither Confirm 
Nor Deny’ has been in use for many years and potentially originates from the Global 
Marine Explorer Project (often described as Gfomar) in which toe Central 
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Intelligence Agency (CIA) of the United States of America (USA) allegedly sought 
to recover material for military and intelligence purposes from a sunken Soviet 
submarine in the Pacific Ocean. 

8.5 (n February 1975 a document was leaked to the media at the time which appeared to 
describe the project. 

8.6 A request made under United States legislation similar to the Freedom of Information 
Act in England and Wales was submitted by a journalist asking for confirmation of the 
project and the records relating to the attempted recovery of the submarine. 

8.7 The CtA refused to either to confirm or deny the existence of the project or provide 
records. This was upheld by the United States courts who agreed the response vires 
acceptable in the interests of National Security. The argument accepted in support 
of the stance of the CIA was that to have either confirmed or denied the project and 
the potential recovery of the sensitive material could have provided a key strategic 
benefit to the Russians at a time of significant tension between the two super powers 

8.8 In England and Wales the underlying principle of NCND owes its origins in England 
and Wales to the rule of law known as Public Interest Immunity This right to withhold 
the disclosure and production of documents and to refuse to answer questions on the 
ground that the answering of the question would be injurious to the public interest has 
been approved and upheld in numerous common law decisions as a matter of public 
policy and specifically catered for in section 28(1) & (2) of the Crown Proceedings Act 
1947. 

8.9 In 1890. the Court of Appeal in Harks v Beyfus (1890) 25 Queens Bench Division 
(G.B.D) 494 recognised that there could be a public interest to the prosecution refusing 
to disclose the mature or source of information to particular circumstances where it was 
necessary to protect the identity of informants and sources of criminal intelligence 

8.1Q The desire to protect those engaged to such activities, their sources, the methodology 
and tactics used, together with society at large, from threat and harm has led to the 
assertion of public interest immunity where the disclosure of information or 
documentation about such activity has been sought. The agencies involved to 
intelligence or covert activities have sought to assert, as a matter of public interest, 
immunity from disclosing any documentation or responding to any questions that 
would be injurious to the public interest 

8.11 Her Majesty s Government, the Security Service, the Police Service and other law 
enforcement agencies have all for many years used the terminology 'Neither Confirm 
Nor Deny’ or NCND'. 

It Is more accurate to describe NCND as a Government stance as opposed to policy 
and it is used by taw enforcement intelligence and security agencies to protect 
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national security. It has been applied and approved by the courts in a number of 
different contexts. 

8.13 The courts have emphasised that NCND is not a trump card to be played by state 
organisations for their own benefit. As it was put in one case It's not simply a matter 
of a governmental party to litigation hoisting the NCND flag and the court automatically 
saluting it.' it will stiff always be for the party claiming reliance on NCND to dearly 
articulate the potential damage which would arise were there to be a departure from 
NCND and it should be considered on a case by case basis. 

8.14 it is then for the Court to balance the public interest in the disclosure of the Information 
against the public interest in protecting it. 

8.15 NCND is not a principle, ft has evolved over the years to protect covert assets, tactics 
and methodology in judicial proceedings and elsewhere such as the media. It is not 
deployed solely for the protection of undercover officers. It was incorporated in the 
disclosure manual associated with the Criminal Procedures and Investigations Act 
(CPIA) 1996. 

8.16 Case Law has also established that NCND may be compliant with Article 2 (Right to 
Life) Article 6 (Right to a Fair Trial} and Article 8 (Right to Private Life) of the European 
Convention of Human Rights Ad (ECHR) as incorporated by the Human Rights Act 
1998 where a departure would create a serious risk to the lives of individuate and 
imperil the continued receipt of intelligence. 

8.1? The term NCND has became more widely used and recognised since the introduction 
of the Freedom of Information Act (FOIA) 2000 where the principle rs expressly 
mentioned in Section 2 of the Act m the context of a description of the effect of some 
of the exemptions within Part 2 of the Act. 

8.18 This document will aim to provide a skeletal framework of the history of NCND and 
present the statutory position regarding protecting the identity of Covert Hianan 
Intelligence Sources (CHIS) a term defined in the Regulation of Investigatory Powers 
Act (RIPA) 2000 to include the Undercover Operatives. 

The Development of NCND 

8.19 The common law has tong recognised a rule of policy whereby the identities of 
informers must not be revealed. There have been many relevant cases over a number 
of years, dating back to 1846. regarding the identification of witnesses, informants 
(CHIS) and Undercover Police Officers in criminal proceedings. Although the early 
cases do not specifically refer to the term NCND they do provide background and 
context to the current position. 
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8.20 See R v Hardy (1794) 24 State Tr 199; R v Watson (1817) 32 State Tr 1; R v 
Richardson (1863) 3 F & F 693. 

8.21 The need to protect informants (CHIS) and sources of intelligence has been a 
cornerstone of the criminal justice system which predates Sir Robert Reefs 
establishment of the Metropolitan Pofice Force in 1829. 

8.22 In the case of Attorney General v Briant in 1846, Pollock, C.B held that: 

“The rute dearly estabtished and acted on is this that ir> a public prosecution a 
witness cannot be asked such questions as wilt disclose the informer, if he be 
a third person. . and we think the principle of the rule applies to the case where 
a witness is asked i he Nrnseff is the informer." 

Freedom of information Act (FQtA) 2000 

8.23 Under the FOIA there is a duty on public bodies to confirm or deny whether or not they 
hold requested information. However, section 30(2) of FOIA provides that information 
held by a public authority is exempt where it relates to the obtaining of information 
from confidential sources. 

8.24 The exemption (from disclosing information obtained from sources) is qualified and 
the need to safeguard the supply of such information is an important factor when 
considering the public interest test 

8.25 It fas been argued successfully that revealing the identity of confidential sources, even 
in relation to investigations from many years ago, may stiB deter people from providing 
information in the future. 

8.26 The Information Commissioners Office (ICO) guidance on the FOIA also 
recognises that UCO's are confidential sources and as such they can only operate 
effectively and safely if their true identities remain unknown There is also comment 
that the exemption to disclose infbrmatfon will not only include foe actual information 
obtained from confidential sources but also any procedures, including administrative 
processes relating to confidential sources. 

8.27 The guidance on the FOIA within this document also outlines: 

In certain circumstances, even confirming or denying that requested 
information is held can reveal information that fails under an exemption. A 
pubiic authority may be able to use an exemption to refuse to confirm whether 
or not it holds information itself, tt can be important to use neither confirm nor 
deny response consistently, every time a certain type of information is 
requested, regardless whether the information is actually held or not' 
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The inquiries Act 2000 


3.28 The Inquiries Act 2000 provides a statutory mechanism for the establishment and 
conduct of public inquiries. The Act enables the inquiry panel or Chairman to take into 
account evidence produced to them but not disclosed to others, ft does so by 
empowering the Secretary of State who established the inquiry to issue a Notice, or 
the Chairman to make an Order, imposing restrictions on disclosure or publication erf 
evidence or documents provided to the inquiry. Those holding or producing the 
documents may then be entitled neither to confirm nor deny the accuracy or existence 
of the information in question. 

Scapoatica 2003 

8.29 The case of Scappsticd provides a powerful example of a case where maintaining 
NCND was upheld even when deviation from the stance would involve the removal of 
a threat to life for an individual 

8.30 On or about Sunday 11 May 2003 articles began to appear in newspapers, followed 
by television coveraget, to the effect that MrScappaticd had been an undercover agent 
working within the IRA for the security services as an informer, with the code name of 
Stakeknife. it was at the time believed that the iRA pursued and executed persons 
suspected of being a CHIS, and it was not in dispute that the naming of Mr Scappaticci 
as Stakeknife had put his life at risk. Mr Scappaticci had made vigorous attempts to 
dispel the suspicion by making public denials, through press statements and a 
television appearance, but press interest had not diminished. 

8.31 The Minister of State at the Northern Ireland Office, the minister responsible for 
security matters in Northern Ireland, refused to confirm or deny allegations made to 
toe Press that Mr Scappaticci was an undercover agent for toe Government. 

8.32 Mr Scappaticci sought to judicially review the decision of the Minister of State on the 
grounds that the Government owed him a duty under Article 2 (’Right to Bfe") of fire 
European Convention on Human Rights {ECHR 1998) to reduce the danger to his Sfe 
by confirming that he was not Stakeknife. The minister's response was that t was 
Government policy to make no comment on intelligence matters and that accordingly 
she could neither confirm nor deny the allegations. 

8.33 Lord Chief Justice (LCJ) Carswell at paragraph 15 of his judgment encapsulated the 
rationale behind NCND fhus:- 

‘To state that a person is an agent wotid be likely to place him in immediate danger 
from terrorist organisations. To deny that he is an agent may in some cases endanger 
another person, who may be under suspicion from terrorists. Most significant once 
the Government confirms in the case of one person that he is not an agent a refusal 
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to comment in the case of another person would then give rise to an immediate 
suspicion that the latter was in fact an agent, so possibly plating his fife fa grave 
danger. . . . If the Government were to deny m all cases that persons named were 
agents, the denials woukt become meaningless and carry no weight Moreover, if 
agents become uneasy about the risk to themselves being increased through the 
effect of Government statements, their wMingness to give information and the supply 
of intelligence... could be gravely reduced. There #s in my judgment substantial force 
in these propositions and they form powerful reasons for maintaining the strict HCND 
policy.“ 

Pit and others v Commissioner of Pofice of the Metropolis 

8.34 The 2014 case of DtL and others v Commissioner of Police of the Metropolis Case 
has direct relevance to Operation Heme. The Judge, Mr Justice Bean set out the 
relevant background in his Judgment 

‘to October 2011 the MPS appointed dm Chief Constable of the Derbyshire 
Constabulary, Mr Mick C reedon. to investigate allegations of misconduct by 
undercover officers in die former SDS. The inquiry was later given the name “Operation 
Heme ’’. Some dfthe allegations concerned the investigation of the Stephen Lawrence 
case, as to which the Home Secretary has established a separate review conducted by 
Mark Edison QC .' 

officers engaged in sexual ratatfak hips as a police tactic while deployed. In an interim, 
report published on 6 Martin 2014 M Creedon expressed the following opinions on that 
topic: 

8.36 *No evidence has beer, found of sexual activity ever being exptititiy authorised amt to 
date m evidence if sextiai activity being utilised as a management supported tactic to 
aid infiltration has been found... 

8.37 ‘Officers have admitted to inappropriate sexual relationships white deployed 
undercover..," 

8.38 “There is no evidence at this time to suggest sexual relationships between undercover 
operatives and activists were either offitialty sanctioned or organised by SDS 
management However, documents suggest that them was informal tacit authority 
regarding sexual relationships and gtodanee was offered for officers faced with to© 
prospect of a sexual relationship .... * 

8.39 *Irrespective of the more recent introduction ofRiPA legislation and the improved training 
and management of undercover officers, there are and never have been any 
circumstances, where it woukt be appropriate for such, coverity deployed officers to 
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engage in intimate sexual relationships with those they are employed to mffitrate ami 
target Such an activity cm only be seen as an abject Mure of the deployment, a gross 
abuse of their rede ami their position as a police officer and an inffivkfuat and 
organisational faffing. It is of real concern that a efistinct lack of intrusive management by 
senior leaders within the MPS appears to have facilitated the development and apparent 
arcuiation of internal inappropriate advice regarding an undercover police officer's 
engagement in sexual relationships. " [Emphasis added] 

8.40 Mr Justice Bean then summarised the relevant authorities on NCND before setting out 
his conclusions on the faw at paragraph 39 to 47 of his judgment: 

7 39j l derive the following guidance from the authorities: 

(1) There is a very strong public interest in protecting the anonymity of mformers. amt 
similarly of undercover officers (UCOs), and thus of permitting them and their 
superiors neither to confirm nor deny their status; but it is tor the court to balance the 
public interestin the NCND policy against any other competing public interests which 
may be applicable (McNally: Mohamed and CFv SSHD). 

(2) There is a weiFestab/ished exception in a criminal tried where revealing the identity 
of the informer or the UCO is necessary to avoid a miscarriage of justice (Marks v 
Beyfus: R v Agar): this does not arise in the present case. 

(3} Even where an mfivkiuc -ntormant or UCO has seif-disclosed, the police (or the 
Secretary of State} may nevertheless be permitted to rely on NCND m respect of 
allegations m the case where to admit or deny them might endanger other people■, 
hamper police irnes fixations, assist criminals, or re veal police operations# methods 
(Savage; Camduff). 

8.41 [40} ( wHf deal first with the general allegation and then with toe specific ones. The 
general allegation is that officers of the MPS. as part of their work as undercover 
officers and using false identities , engaged in king term nbmate sexual retattomhips 
with those whost activities the MPS wished to observe; and (although it wfif no doubt 
be a matter tor legal argument at trial how significant thus issue is) that this was 
authorised or acquiesced in by senior management 

8.42 [41] I do not accept that toere is now, in 2014, any legitimate public interest entitling 
the Commissioner to maintain the stance of NCND in respect of this general allegation. 
The claims relate to aifeged activities of officers of the SDS prior to its disbandment m 
2008. It is not suggested that the use of tong term sexual relationships of this kind as 
a police tactic is continuing, it is also not argued that it would be appropriate now. nor 
that (if it did occur) it was appropriate then. The CNef Constable conducting the 
Operation Heme investigation has expressed in trenchant terms the view that if this 
did happen it was a ‘grass abuset believe that most people would agree with him. 
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Whether the facts set out by the Claimants, if proved, establish one or more of the 
pleaded causes of action as a matter of law is of course a different issue, and a matter 
for argument at the trial. 

8.43 [42] One of the pstifications for NCND is that police operational methods should not 
be revealed. This is in my view dearly intended to apply to operational methods which 
continue to be in use or are likely to be used in future. Moreover, pst as (in the weft- 
known words of Page Wood V-C in Gartside v Oirtram (1856) 26 Lord Justice Ch 
113l 3 Jur PS 39, 5 WR 35) "there is no confidence as to the disclosure of ini quit y" 
so there can be no public policy reason to permit the police neither to confirm nor deny 
whether art illegitimate or arguably legitimate operational method has been used as 
a tactic m the past. ’ 

8.44 [43] / therefore rule that the Defendant cannot rely on NCND to avoid answering the 
generai allegation to which t have referred above. 

8.45 [44] t turn to the specific allegations that the todrvtduat men with whom the Claimants 
had relationships were undercover officers. All have been pubticiy named m the media. 
Some have also seif-disclosed: some have been the subject of official confirmation. 

Seif-disclosure is relevant* but it does not have die same significance as official 
confirmation by the police force concerned, Her Majesty Inspectorate of 
Constabulary (HMtC), a Minister or a court (Emphasis added) 

8.46 Mr Justice Bean then held that there was no *legitimate public interest entitling the 
Commissioner to maintain the stance of NCND in respect of toe general allegation 
that 

“officers of the MPS, as part of that work as undercover officers and using false 
identities, engaged in tong term intimate sexuai relationships with those whose 
activities (he MPS wished to observe; and (although it wHf no doubt be a matter for 
legal argu ment at trial how significant this issue is) that this was authorised or 
acquiesced in by senior management.. * 

8.47 Finally, he turned to the facts of a number of individual cases of individuals who had 
been named in the media. These can be summarised as follows: 

8.48 En the case of an individual who had been officially named by the Commissioner the 
NCND was beid to be unsustainable. 

8.49 In respect of individuals who self-disctosed and who had been subject to official 
confirmation either inadvertently or with justification, the court ruled it would not be 
appropriate for officiate to retain the NCND stance. 

8.50 However, the judge held that the NCND stance was appropriate in respect of 
individuals who had been widely publicised by the media as being undercover officers, 
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but who had neither seff-disctosed nor been confirmed by officiate as undercover 
police officers. 

8.51 There is a further category of case. The NCND stance would still be appropriate 
individual who has been widely publicised by the media as being an undercover officer 
and who seif-disdoses but who has not been the subject of official confirmation. 

McGartland and Asher v Secretary of State for the Home Department 2015 

8.52 In this case the claimants sought to appeal against a previous declaration by Mr 
Justice Witting under Section 6 Justice and Security Act 2013. The Judge trad 
previously ruled that the proceedings brought by the claimants were proceedings to 
which a closed material application may be made by the defendant. 

8.53 The Court of Appeal heard that McGartfand claimed to be an agent for the Royal 
Ulster Constabulary and/or Special Branch to Northern Ireland between 1987 and 
1991 which resulted to a security compromise, impairment to health and non-receipt 
of promised payment. His partner also claimed impairment to her mental health. 

8.54 The Secretary of State ted filed a limited defence to the claim, stating that Her 
Majesty's Government would neither confirm nor deny whether art individual is or ever 
has been an agent of the Security Service ate that application of the policy deprived 
her of the ability to plead a positive case in response. 

8.55 Ultimately the claimants applied for an order for the defendant to plead a full defence 
ate the defendant applied for a declaration permitting dosed material applications. 
The claimants suggested that entitlement to rely on NCND should be decided before 
determining the Sec 6 application. 

8.56 Mr Justice Mitting rejected the claimant's submission ate made the declaration under 
Sec 6 dismissing the application for the defendant to plead a full open defence. 

8.57 Subsequently the Secretary of States limited open defence consisted largely of a 
series of non-admissions based upon the NCND policy. 

8.58 In hearing the appeal the Court identified that there is no automatic right to rely on 
NCND and any proposed reliance should be justified on grounds of public interest and 
it is ultimately for the Court to decide whether the public interest sought to be protected 
by NCND outweighs the public interest to the administration of justice. 

8.59 The claimant utilised the cases of Scappaticct and DfL to advance their appeal, 
indicating that there had been both self-disclosure ate official confirmation to relation 
to McGartland. 

8.60 The references to official confirmation documented by the claimants 'were dealt with 
by the Appeal Court to the following terms. 
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* That material contains ample official confirmation of Mr McGarttands role as 
a police informer, but in my judgement none of it amounts to official 
confirmation that he was an agent of the Security Service (or Security 
Services) as pleaded by him as the underlying basis of his claim; and whilst 
Miss Kaufmann asserted that nothing turns on whether he was an agent of 
the Security Service as distinct from a poSce informer acting as an agent of the 
state, the court must m my view proceed by reference to the case as pleaded. 
The material to which l have referred also supports the view that the Security 
Service was involved in Mr McGarttands settlement, but again it felts short of 
official confirmation of the position. Finally, the claimants pleaded case ad to 
breach of duty takes one into areas of operational methodology that are not 
and could not be expected to be the subject of any official confirmation. 

This is of course an unusual case, in that Mr McGarttand (and presumably his 
partner too) maybe taken to have personal knowledge of many of the matters 
pleaded. But what the claimants' allege is not necessarily accurate and this is 
not, as it seems to me, a situation in which self-cfiscfosure ’ is an answer to the 
Secretary of State s reliance on NCND*. 

8.61 The appeaf was subsequently dismissed. 

Covert Perspective 

8.62 The ability to covertly monitor individuals suspected of involvement in crime has 
obvious benefits to law enforcement As society has become increasingly mobile, 
diverse and technologically capable, covert techniques have become ever more 
critical to successful law enforcement 

8.63 Covert techniques can be used effecthrefy in response to a range of policing issues, 
from enhancing community safety and tackling anti-social behaviour, through to 
fighting serious and organised crime and combating terrorism. 

8.64 It is essential to the maintenance of public confidence in taw enforcement, however, 
that covert techniques are used sparingly and appropriately, and, where they are 
deployed, the use is transparent and auditable. 

8.65 As criminals increase their knowledge and their criminal methods become more 
sophisticated, traditional investigative techniques became less productive. Comet 
investigative techniques (where the intention is that the subject remains unaware that 
their movements, communications and/or other activities are being monitored) are 
capable of providing a wealth of useful intelligence and compelling evidence. 

3.66 The use of covert methods whether they be human or technological deployments are 
sometimes the most cost effective, efficient and often the only viable method which 
can be used to obtain evidence or information against organised individuals or groups 
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conducting a range of serious and complex crimes and it is essential that this 
operational effectiveness is maintained. 


8.67 This can only be achieved by a consistent application of the NCND stance on a ease 
by case basis. 

Undercover Perspective 

8.68 The role of an undercover operative (defined in Regulation of Investigatory Powers 
Act 2000 RtPA as a Covert Human Intelligence Source, CHIS) is arguably the most 
dangerous undertaking a law enforcement agency (LEA) wifi ever ask an individual to 
take. The undercover officer when recnited carries out this role in the absolute 
expectation that the LEA will protect their identity during deployment, pest deployment 
including into their retirement and even post their death. This ‘contract’ is role specific 
and not reliant upon the nature and capabilities of the group or individual subject of 
infiltration. 

8.69 Ait organisations have a duty of care to protect the identity of individuals working 
undercover, their immediate family, colleagues and members of the public that have 
provided covert support and who may be affected by the disclosure of toe operative s 
identity. 

8.70 All undercover operatives are volunteers, they have to successfully pass a number of 
difficult selection criteria, psychological testing and training processes, all of which are 
expensive for organisations to implement and maintain. The individuals are required 
to invest a considerable amount of their own time which impacts on them and their 
families in order that they prepare themselves for the criteria to become an undercover 
officer. 

8.71 Any corrosion of the belief that organisations will attempt to protect the identities erf 
officers by alt means possible and ultimately by the use of NCND, would to turn lead 
to the position where it would be extremely difficult, if not impossible, to credibly 
encourage officers to volunteer for this treacherously difficult work. 

8.72 Undercover operatives are often the ortty viable method which can be deployed to 
obtain evidence against organised individuals and groups conducting a range of 
complex and serious crime including drug trafficking, child sexual exploitation and 
abuse, gun crime, extortion, murder, fraud, money laundering, cyber-attacks, and ail 
types of terrorist activity. 

8.73 Organised criminals and terrorists win go to great lengths to insulate themselves 
against attack by law enforcement and in particular to identify suspected undercover 
operatives and ultimately prevent the officers providing evidence against them thus 
interfering with judicial proceedings. 
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8.74 They have been found to use many methods including paying corrupt employees to 
provide the operative’s true identity and on some occasions seeking contracts against 
undercover operatives with a view to having them kilted. 

8.75 Individuals are even employed by crime groups to identify covert methods that are 
being used against them and vulnerab8®es within their organisation. 

8.76 The rapid increase in technofoglcai advances including the internet, communications, 
facial recognition and social media have enhanced the capabilities of individuals and 
groups to immediately identify individuals who have been disclosed or suspected of 
being undercover officers. 

8.77 Dedicated websites featuring forages and names of individuals believed to be 
undercover operatives are now a common feature of the internet. 

8.78 Any task: knowledge of the internet and its capabilities allows users to quickly collate 
information about that individual, the crime group they have worked against methods 
used and the undercover officer’s immediate family 

8. 79 Whilst any disclosure of covert methodology and tactics educates criminal enterprises 
and creates risk, it can be argued that there is a distinct difference between the 
disclosure of the use of a technical device and that of the disclosure leading to the 
identity of an undercover operative. 

8.80 The risk management plan for a technological disclosure would not normally mean 
there was a threat to He. Nonetheless the tactics involved are fiercely guarded to 
prevent erosion of the technology involved. The inadvertent or otherwise disclosure of 
the identity of an undercover operative cm have potential for an individual to suffer 
serious harm and at its most extreme death and protection is vital, ft is conceded that 
threat to the life of an undercover officer, from an individual subject of infiltration, is 
not a guaranteed outcome. However, the wider implications erf such a disclosure 
should not be tost on organisations. Undercover operatives manage their personal 
fives professionally in a disciplined and necessarily secretive manner, deciding to 
protect their friends and family from the details of their rote to prevent disclosure and 
subsequent exposure. Public disclosure can have a significant impact upon She 
individual. Relationships with friends and family can be destroyed, home fife in a local 
community ruined and trust between individuals can be severely curtailed- This would 
have dramatic consequences for the undercover community. 

8,31 The unmasking of an undercover operative would be seen as a significant 
achievement for any criminal or terrorist organisation which had been infiltrated or 
subject to investigation by law enforcement and would be seen as sending a dear 
message to future operatives that their safety could not be guaranteed. Such groups 
capable of imparting violent retribution pose a clear threat. 
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8.82 



In aif cases the risk to operatives and informants does not disappear or deplete with 
time. The operatives may have been involved in operations either before or 

since the specific case where their identity is being considered, ft is apparent that 
information regarding individuate suspected of being undercover officers and 
documents or comments made by organisations are being resurrected and 
researched in acute detail even though they originated several decades before . 

8.83 Exposing their identity, evert long after their deployment has concluded, may cause 
risk not only to them but may cause risk to other individuate associated with the rote 
they performed. This may include other undercover operatives or informants who may 
be identified once the actions of the undercover operative are explored in detail. 

8.84 The rules concerning unauthorised self-disclosures made by former or serving 
undercover operatives are dear. In addition to general rules applied to aft police 
officers. ACPO trained undercover operatives are bound by a confidentially 
agreement which states they have a duly not to disclose, by any means, details of any 
police or agency's operations or investigations and/or their part played ah such 
operations, either whist or subsequent to being employed. 

8.85 Alt such operatives are also signatories to the Official Secrets Acts (OSA) 1911 and 
1320 which reiterates the important fact that no disclosure may be made without prior 
official sanction. The same obligations apply to those involved in the management and 
authorisation of such covert operations and their personnei. 

8.86 In drcumstanees where such obligations are breached, LEA are required to consider 
a number of factors prior to deciding whether punitive action would be m the public 
interest and whether the necessary deviation from the NCND stance would he merited 
in the particular case The threshold for pursuing such actions is very high and would 
require very careful consideration of the Nfcely or potential consequences. 

8.87 Individuate may be motivated to seif-declare for a number of reasons including 
monetary gain or due to illness, any apparent seif-declaration by an individual whether 
in a relationship or via a media source does not remove the LEA organisational duty 
of care to that individual, family members or other individuate who they may be 
associated with. 

8. 88 Where a former (or serving) undercover operative apparently self discloses their status 
and true identity and where they permit their image to be displayed in the national 
media, this creates a serious risk to their own safety, undercover operatives who they 
have associated with during their career, informants and that of their family and 
associates. 

8.89 This risk applies equally to operations that included criminal proceedings and those 
where no overt action as a direct consequence of the deployment. 
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8.90 The threat is arguably greatest when criminal proceedings have resulted and where 
undercover operatives concerned were not used in evidence or the informants 
concerned were successfully afforded the protection of Public Interest Immunity (Pit). 

8.91 In such cases, those criminals or terrorists who have been convicted or had cither 
sanctions placed upon them, may feel very good justification for seeking retribution 

8.92 Article 2 ECHR creates a positive duty upon public bodies to protect He. Self- 
disclosures by undercover operatives generate dear obligations upon the concerned 
LEA agency to mitigate the resultant risks and manage the foreseeable threats to 
personal safety of others. 

8.93 Were the LEA to confirm the status of the individual seif-disclosing (if true), this would 
only serve to increase and compound the threat to others and potentially nullify the 
risk management (as required by RiPA) being undertaken. 

8.94 Were the agency to deny the status of the individual concerned this would potentiafty 
create the situation whereby no denial meant confirmation. 

8.95 In essence any form of confirmation ( whether deliberate or try default) may be contrary 
to an employee s duty of care and its legal obligation under Article 2 ECHR. 
Furthermore, such an approach would be contradictory to, and have a serious impact 
on future applications for both PH and requests for witness anonymity in ongoing and 
future investigaticins. 

8.96 In some cases, confirming that an individual is, or ever was, a police officer (even 
without confirming that they were deployed undercover) may lead to toe exposure of 
the tactics which were used not only in that individual's operation, but in other similar 
current operations and therefore create inherent risks. 

Conclusion to NCND 

8.97 The decision of Mr. Justice Bean and the Court of Appeal case of McFarland are the 
dearest and most relevant judgments of the law as it currently (14 m December 2015) 
applies to NCND in Pokes and Security Service cases. 

8.98 Both judgements stress that NCND must be considered on a case by case basis but 
there remains a very strong public interest in protecting the identity of Informants, law 
enforcement techniques and covert methodology. 

8.99 Any deviation from the NCND policy could lead to a readymade test for individuals 
and criminal enterprises to identify CHIS or frustrate the criminal justice system. 

8.100 Mr Justice Bean referred to inadvertent official confirmation. This relates for example, 
to professional standards departments (Independent Police Complaints Commission 
(IPCC) investigating allegations against individuals and providing confirmation that 
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they were Police Officers, or Press Officers inadvertently either confirming or denying 
an individual is a undercover police officer 

8.101 Ail Forces must be cognisant of the NCND position and the College of Policing has 
been asked to provide guidance to officers faced with the difficulties posed by either 
confirming or denying that an individual is an undercover police officer. 

8.102 The deployment of NCND to protect the true identities of undercover operatives and 
other CHIS. and the tactics and methodology of deployments, is imperative and a 
matter of great importance for alt law enforcement agencies and security services. 

8.103 It is accepted that there may be exceptions to the use of NCND in such circumstances. 
Such exceptional circumstances must be considered from a broad national strategic 
perspective and not on a localised force or agency basts. 

8.104 There is a real risk that any, even a very limited breach of the NCND principle; 

« May Jeopardise the safety of undercover operatives and their family, friends, 
associates and work colleagues, regardless of the iength of time since they 
had been actively deployed. 

• May Jeopardise the safety of other OHS’ associated with the named 
undercover operative regardless of the length of time since the deployment 
took place. 

• May expose the tactics and priodptes which are used in present day covert 
operations to achieve effective results and safeguard operatives and sources 
of information. 

8.105 AH covert operatives are volunteers. They are prepared to undertake such activity in 
the public interest They are a relatively small group of individuats specifically trained 
with skills, abilities and experiences which enable them to function lawfully, safely and 
effectively. The selection, training, development and retention of operatives is 
demanding and expensive and they should never be considered as a disposable 
resource. 

8.106 The damage that would be caused to the operational effectiveness of law enforcement 
would be catastrophic should there tie departure from NCND. 

8.107 The Police Service should not be readily expected to disclose details of their 
operations, methods, capabilities and sources (whether human or technical). Each 
incident should be considered in isolation and ultimately the decision is a matter for 
the court 
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8,108 Consistent consideration of the issues ami application of the factors involved is 
essential to ensure that the NCND stance is not eroded. 


8.109 ft is evident that numerous organisations and individuals are making determined and 
rigorous efforts to expose and identify undercover officers, tactics ami covert 
methodology. It is a fact that there are several websites and social mediae forums 
dedicated to exposing individuals by name, image or tactics that are suspected of 
being or have been undercover officers. 

8.110 The gradual erosion of the NCND stance, if it is not maintained consistently in what is 
a wholly lawful, necessary and highly effective tactic will have serious ampScations. 

8.111 The determination and quest for information from individuals and organisations, the 
extensive research capabilities afforded by the internet and modem communication 
technologies, creates a mosaic effect that is capable erf identifying the covert methods 
and techniques used by (aw enforcement, endangering individual undercover 
operatives, their families and colleagues and may ultimately even result in (he loss erf 
fife. 

8.112 Without consistently maintaining the NCND stance to protect the identities of 
undercover operatives the confidence of police officers (volunteering for this work) in 
the ability of the organisation to protect their safety would be seriously undermined. 


8.113 This in turn would result in the decline in the number of officers volunteering to 
undertake undercover work and reduce the effective use of what is a wholly lawful and 
highly necessary tactic. 

8.114 • The Commissioner of the MPS has apologised for the hurt this tactic may have 

caused. 

• An individual apology and acknowledgement in relatton to ■ N596 and infers 
case wilt set a president, and provide credible leverage' that may lead to other 
undercover officers being identified. 

• The use of the tactic in this case was discovered following tire exposure of 
Mark Kennedy by investigative journalists who subsequently approached and 
informed Ms Shaw and published information and images of the officer 

involved. 


8.115 


8.116 


No criminal or misconduct offences have been identified either on the part of the 
undercover officer or the former managers of the unit This is an organisational faifing, 
not an individuai failing feat occurred as a result of an outdated tactic being utilised I 



The misguided use of the tactic does not meet the threshold of criminality and 
misconduct. For the Commissioner to acknowledge the use of the tactic in this case 
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and personally apologise to Mrs Shaw would significantly undentsine past current and 
future undercover operations. Operation Heme has maintained the NCND stance with 
a number of families who h ave enquired if their dece ased child* s identity was utilised 
by an undercover operative 



Deviation in this case, whilst potentially nobie woufcf., ft ts feared, 
provide opportunities for others to exploit and create the further compromise of 
undercover officers. 


8.117 On 26th September 2014, Mr Jules Carey, the solicitor representing Ms Barbara 
Shaw, wrote to the IPCC and alleged that Chief Constable Creedon had confirmed 
that Rod Richardson’ was an undercover police officer during a press conference to 
July 2014 and therefore breached NCND. 

8.118 Operation Herne has assessed the allegation made by Mr Jules Carey of Bindmans 
Solicitors that Chief Constable Creedon has pubfically Identified an undercover officer 

8.119 Whilst the written transcript appears to support the suggestion that Chief Constable 
Creedon confirms the identity of Rod Richardson was used. Operation Heme disputes 
the points in relation to the response made by Chief Constable Creedon to Mr Rob 
Evans during the press conference on 16th July 2014. 


8.120 The suggestion made that Mr Creedon has breached NCND and as a result Mr Justice 
Beans judgement (that when an officer ss putftieafly named by an organisation whether 
on purpose or by accident must constitute a breach of NCND) in our opinion does not 
apply on this occasion. 

8.121 The statement made by Mr Creedon and referred to at 27 minutes and 58 seconds is 
an unfair representation of the verbal responses given by Mr Creedon. 

8.122 Operation Heme asserts that the circumstances of Mr Creedon’s answer does reft 
confirm an undercover officer’s identity. Mr Creedon was providing an answer to a 
previously asked question when he was interrupted by a Journalist who mentioned 
Rod Richardson s name. Although it could be seen as an admission Mr Creedon wtU 
argue this was not to the context to which ft was provided. To adduce that he has 
confirmed the identity of an undercover officer is inaccurate in this context. In any 
event, no individual has been officially named. During many public court trials the 
covert identities of police officers are exposed, while true identities are protected. This 
cannot be considered a breach of NCND. 

9 Conclusions and Recommendations 

9.1 Operation Heme acknowfedges the distress caused by the use of deceased children’s 
identities. 
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9.2 Whiist the practice is considered unpalatable, and would not be authorised now, 
initially the process was considered necessary to prevent compromise and withstand 
scrutiny. However, in the case of Rod Richardson, the organisation failed to consider 
technological development which rendered this methodology as ineffective and unable 
to withstand scrutiny 

9.3 The continued use of the tactic should not have occurred, however to formafiy confirm 
that toe tactic was or was not used to a specific case would breach NCND and increase 
the risk of compromise, potentially creating a risk of threat to the officer involved and 
their family . 


9.4 


9.5 


Operation Heme has received a ntanber of enquiries from parents of 
children as to whether their identity was used. I 



The short term solution of apologising to Ms Shaw, which appears to be the morally 
correct course of action, wilt, to the long term have a significant impact on the NCND 
stance to berth past and present operafions and the officers involved and thetr&mSes. 
This has the potential to also undermine the future use of undercover policing as a 
tactic, which will have a detrimental effect on public safety. 


9.6 Ms Shaw became aware of her child’s identity being used as a result of determined 
investigation by journalists keen to expose undercover officers. There have never 
been any allegations that the officer involved has behaved inappropriately, and yet 
images and information about him have appeared in a variety of media forums to 
concerted attempts to identify him. 

9.7 This illustrates that there are a number of individuals compiling information to an 
attempt to expose undercover officers and undermine the tactic, even where the 
officers have behaved professionally 

9.8 Although it has been suggested by Mr Jules Carey that Chief Constable Creedon has 
breached NCND, Operafion Heme does not accept that any formal confirmation as 
per the D1L Ruling has taken place. 

9.9 Operation Heme recommends that it will not be possible to fully appraise Ms Shaw of 
the circumstance of this investigation, without increasing risk or threat to the officer or 
undermining the necessary principle of NCND. 

9.19 No criminality or misconduct has been identified and for the organisation to be held 
culpable would confirm that an undercover officer was deployed, breach, NCND, and 
potentially compromise the individual Involved. 


35 



9.11 This practice is no longer utilised, and it is recommended that the public complaint is 
not upheld against the individual or the organisation. 

9.12 There are highly sensitive disclosures relating to covert tactics and methodology made 
within this report, partictrtarty those relating to the use of covert identities. Should this 
knowledge be made available to the wider public, it would compromise past and 
present undercover operations and increase the risk and threat to undercover officers 
deployed within those operations. 
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10 Organisational Learning 

10.1 The lack of governance, intrusive supervision, and managerial experience in the field 
of undercover policing led to junior officers mistakenly continuing the use of this tactic. 

10.2 During this era of undercover policing the secrecy that was necessary for successful 
operations may have over ruled the "need to know” principle. Greater coordination, 
cooperation and sharing of experience may have prevented this situation from 
happening. 

10.3 This organisational failing supports an apology to Ms Shaw. However, to publically 
acknowledge this issue in these unique circumstances will expose the officer involved. 

10.4 On 16th July 2013, the Commissioner publically apologised for the distress that the 
generic use of this tactic had. To tailor or personalise this apology as a result of Mrs 
Shaw’s complaint will undoubtedly expose and endanger the officer. 



Investigating Officer 



Senior Investigating Officer 
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